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(2) The Committee on Governmental 
Affairs of the Senate; and 

(3) The Office of Management and 
Budget. 

(b) Before participating in any com-
puterized information ‘‘matching pro-
gram,’’ as that term is defined by 5 
U.S.C. 552a(a)(8) the Section will com-
ply with the provisions of 5 U.S.C. 
552a(o), and will provide adequate ad-
vance notice as described in § 1101.4(a) 
above. 

§ 1101.5 Security, confidentiality and 
protection of records. 

(a) The Act requires that records sub-
ject to the Act be maintained with ap-
propriate administrative, technical and 
physical safeguards to ensure the secu-
rity and confidentiality of records and 
to protect against any anticipated 
threats or hazards to their security or 
integrity which could result in sub-
stantial harm, embarrassment, incon-
venience or unfairness to any indi-
vidual on whom information is main-
tained. 

(b) When maintained in manual form 
(typed, printed, handwritten, etc.) 
records shall be maintained, at a min-
imum, subject to the following safe-
guards, or safeguards affording com-
parable protection: 

(1) Areas in which the records are 
maintained or regularly used shall be 
posted with an appropriate warning 
stating that access to the records is 
limited to authorized persons. The 
warning shall also summarize the re-
quirements of § 1101.3 and state that the 
Act contains a criminal penalty for the 
unauthorized dislosure of records to 
which it applies. 

(2) During working hours: (i) The 
area in which the records are main-
tained or regularly used shall be occu-
pied by authorized personnel or (ii) ac-
cess to the records shall be restricted 
by their storage in locked metal file 
cabinets or a locked room. 

(3) During non-working hours, access 
to the records shall be restricted by 
their storage in locked metal file cabi-
nets or a locked room. 

(4) Where a locked room is the meth-
od of security provided for a system, 
that security shall be supplemented by: 
(i) Providing lockable file cabinets or 
containers for the records or (ii) chang-

ing the lock or locks for the room so 
that they may not be opened with a 
master key. For purposes of this para-
graph, a master key is a key which 
may be used to open rooms other than 
the room containing records subject to 
the Act, unless those rooms are uti-
lized by officials or employees author-
ized to have access to the records sub-
ject to the Act. 

(5) Personnel handling personal infor-
mation during routine use will ensure 
that the information is properly con-
trolled to prevent unintentional or un-
authorized disclosure. Such informa-
tion will be used, held, or stored only 
where facilities or conditions are ade-
quate to prevent unauthorized or unin-
tentional disclosure. 

(c) When the records subject to the 
Act are maintained in computerized 
form, safeguards shall be utilized based 
on those recommended in the National 
Bureau of Standard’s booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974’’ (May 
30, 1975), and any supplements thereto, 
which are adequate and appropriate to 
assuring the integrity of the records. 

§ 1101.6 Requests for access to records. 
(a) Any individual may submit an in-

quiry to the Section to ascertain 
whether a system of records contains a 
record pertaining to him or her. 

(b) The inquiry should be made either 
in person or by mail addressed to the 
PA Officer, United States Section, 
International Boundary and Water 
Commission, 4171 North Mesa, Suite C– 
310, El Paso, TX 79902–1422. The PA Of-
ficer shall provide assistance to the in-
dividual making the inquiry to assure 
the timely identification of the appro-
priate systems of records. The office of 
the PA Officer is located in Suite C–316 
and is open to an individual between 
the hours of 8 a.m. and 4:30 p.m., Mon-
day through Friday (excluding holi-
days). 

(c) Inquiries submitted by mail 
should be marked ‘‘PRIVACY ACT RE-
QUEST’’ on the bottom left-hand cor-
ner of the envelope. 

(d) The letter should state that the 
request is being made under the Pri-
vacy Act. 

(e) Inquiries concerning whether a 
system of records contains a record 
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